CALIFORNIA CANCER REGISTRY
EALINORNEA DEFARTMENT OF FUBLIC HEALTH

Meaningful Use Stage 2 (MU2) CCR Cancer Data Transmission Options

Secure FTP Transmission

1. Request access to the Secure File Transfer Protocol (SFTP) service by sending a

request to MU2CCRHelp@ccr.ca.gov - with subject of ‘SFTP Access’ and stating
the reason for the access in the body.

. A User ID will be provided by email and a password will be provided over the

phone.

. Next, using any software that supports SFTP (for example, FileZilla;

(http://filezilla-project.org/), configure your ftp connection with the information
as provided below:

a. Host use: sftp://199.47.178.90.

b. Username and Password use the credentials support assigned to you.

c. Port ‘53216’

. Once connected you will have write access to the MU2 folder on the CCR server

and may upload your data per the HL7 CDA requirements.

NOTE: Users will only have write access to the MU2 folder. No other
permissions are granted.

PHINMS Transmission

1. Use the Public Health Information Network Messaging System (PHINMS)

Software Request Form by going to the url:
http://www.cdc.gov/phin/tools/phinms/quick-steps.html, and install the
application per the directions on the web page.

2. Create the root information for California, using the information supplied below:

State: California Protocol: https

PartylD: Authentication: <blank>
2.16.840.1.114222.4.3.2.2.3.595.1

Path: receiver/receivefile

Service: Cancer_MU2

Action: send
Host: phinms.ccr.ca.gov

Port: 443

Encryption CN: <blank>
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3. Encrypt and send the payload with the following Public Key Information (PKI).
secutity Options

Encrypt Message

[] Sign Message :I
% |se LDAP lookup to find encryption cedificate
1 Usze cerificate on this machine far encryption :I

Security Settings

Cerificate:

Address: |director\t.\terisign.com:BEQ | |

Base DN: |sfurDisease Control and Preventian|

Commaon Marme: |cn:Timothv Davigon| | E

| Ok || Cancel | E
o :
L
Max Last Update (Seconds): | a0 }%'
File Acknowledgement
[ok [cancal ]

4. Once connected you will have write access to the MU2 folder on the CCR server
and may upload your data per the HL7 CDA requirements.
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